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Snapchatis a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a ‘story ' shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app
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EXPOSING YOUR CHILD’S
EXACT LOCATION
The‘Snap Map‘lets you share your EXACT location in
real-time through a map on the app. The user's
location updates when the app has been opened on
the device. There Is a warning on the Snapchat
website about uploading Images and videos to ‘Our
Story! stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choosel”When uploading to
‘Our Story, your child’s image or video could appear
in“Search results and Stories on or off Snapchat -
today orin the future”

LENS EXPLORER

The ‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use, Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+."The ‘Lens Explorer'in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create alens for Snapchat, which gives
opportunities for age-inappropriate content to
be uploaded.

THE RISKS OF SEXTING
It can be slightly awkward talking about this toplc with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the con: ences of sexting and make
sure that they're aware of the risks. Ensure your child knows
that 'Snafs’un be screenshotted. Teach them that if they
post anything potentially embarmrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the mqu?g-,himoqn or video can be shared
further.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

if your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. Toreportan
offensive lens, they should open the app and select the lens
they want to report. An info button v:mnppeal above the
lens. Click this, followed by the flag kcon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.
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Snapchat to “make you look pretty.”
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SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust., Simply by pressing and holding a
message, the user is able to save a message they

have received, which can be d orused
againstthem ata later date.
SNAPSTREAKS & ADDICTION

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentivesfor
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put anincredible amount of pressure on both

b Ives and their friendshi

USE‘GHOST MODE'
We highly recommend enabling‘Ghost Mode’ on the app so
that your child's location will no longer be visible toanyone
on the'Snap Map! To enable this, go onto the Snap Map and
tap the cog in the top-right corner. Here, change the setting
to’Ghost Mode!

HOW TO DELETE A MESSAGE
Advise your child never to send any tive messages (or
Images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

‘Quick Add' helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the‘Quick Add’ feature. This can be done in
the settings.
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SEXTING
Due to‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or‘selfies’ Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. Itisillegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18, This also Includes any
sexual Images, photos and videos that a child
may have taken of themselves, However, if a
young person is found creating or sharing
images, the police can choose to record that a
aime has been committed, but taking formal
action isn‘tin the public interest.

SNAP ORIGINALS

Through 'Snap Originals), users
which has been created by Sna;
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the ‘snap originals’ shows. This
Isanother feature to encourage addiction,

RESTRICT STORY VIEWS
Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone In a user’s friends list can see their story, We
vecomnwndchxkimi‘lhepvlvnry settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends; ‘Everyone’ or
‘Custom’ - we suggest that it is set to'My Friends!
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W' Instagram is a hugely popular social networking app with over 1 billion €s
py users worldwide. The app, which is accessible on iOS and > AL

Android devices, allows users to upload images and videos to their feed,
like an online gallery. Images and videos can be transformed with an array

3! the shot before sharing. Anyone with an account can see
others’ online‘galleries’ if their account is not private. To make posts easier

to find, users can include searchable hashtags and captions to their
uploads.The app has additional features like an 'Explore Page, which
contains videos and images tailored to each user based on accounts and
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Instagram revealed that young users spent a minimum of 32
minutes on the app per day. Many social media platforms,
Instagram included, have been designed in a way to keep us
engaged on them for as long as possible. Behavioral economist
Nir Eyal calls this the ‘Hook Model'and the Instagram feed is a
great example of this. Children and adults may find themselves
scrolling to try and geta dopamme release’. S(romn9 may

they find that‘something’ they are looking for.
quickly lose track of time as they get deeper into their
Instagram feed.
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Direct messages (or DM's) on Instagram allow users to share
posts, images, videos, voice messages and calls between each
other privately (or in a private group), Even if your child's
account is set to private, anybody has the option to message
them and send them content. If the person is not on your
child's friends list, the message will still be sent to theirinbox
but the user has to accept their request to see the message.
*

INFLUENCER CULTURE t

Influencers are sometimes paid thousands of pounds to
pmlc;:eapmducts«via.lpplmlnwd!monmdal

RESTRICT DIRECT
MESSAGES

If your child receives a message from somebody they do
not know, encourage them not to accept their message
request and ‘block’ this person; this is the only way to stop

them messaging your child agai

LOOKOUT FOR #ADS

In January 2019, the UK's Competition and Markets
Authority launched an investigation into celebrities who
were posting adverts on social media and not declaring
that they were paid for. Influencers must clearly state that
they have been paid for their posts, for example using a
hashtag like #ad or #sponsored. Teach your child to look
out for the signs of a paid post/advert and discuss with
them that not everything they see from celebrities is their
personal choice and opinion.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab,
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DAMAGE TO CONFIDENCE,
BODY IMAGE &
MENTAL HEALTH

In a recent report by the RSPH, Instagram was ranked the
worst for young people’s mental health. Using filters on
photos on Instagram can set unrealistic expectations and
create feelings of inadequacy. Children may strive for more
likes' by using realistically edited photos. Judging
themselves against other users on the app might threaten
their confidence or self-worth. In early 2019, Instagram
boss Adam Mosseri promised to ban images of self-harm,
following the suicide of 14-year-old Molly Russell, who had
reportedly been looking at such material on the platform.

LIVESTREAMINGTO =
STRANGERS

Live streaming on Iruuaum allows users to connect with friends
and f in real-time and comment on videos during
broadcast, but this feature can be turned off. If your child's

account is private, only their approved followers can see their
story, It'simportant to note may have accepted a friend
from someone they don't know, which means they could
b.llvnw‘lmhlg strangers. Children also risk sharing content
they later regret, which could be re-shared onllm foryears lo
come. Public accounts allow anybody to vkw
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SCROLLING

Instagram added a‘You've completely caught up’ message
in late 2018. This message breaks up the feed and notifies
you when you are up to date and there are no more new
posts from followers. This features is enabled
automatically, but have the conversation with your child
about how much time they are spending on the app and
set healthy time limits.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal information
on their profile or in their live streams. Talk to them about
what their personal information is and make sure that they
do not disclose anything to anyone during a livestream,
comment, direct message or any other tool for
communication on the platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow

you and only people you a%pwve will see your posts and
videos.

witter - @natonlinesafety

Public locations can be added to a user’s photos/videos and
also to their stories. While this may seem like a good idea at
the time, it can expose the location of your child. This is
particularly more of a risk if it is on their story, asitis real time.
Posting photos and videos is Instagram's biggest selling point,
but with sharing images comes risks. A photo which includes
landmarks in the area, their school uniform, street name,
house and even tagging in the location of the photo uploaded
to Instagram can expose the child’s location, making it easy to
locate them. If their account is not set to private, anyone can
access their account and see their location.

" HUACKEDHASHTAGS M

Like Twitter, hashtags are also an extremely prominent tool
in Instagram and with that comes dangers for your child.
One person may use a seemingly innocent hashtag with one
particular thing in mind, and before you know it hundreds of
people could be using the same hashtag for something
inappropriate or dangerous that your(hlld certainly

shouldn't be exposed
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Instagram TV (IGTV) works similarly to YouTube. Users can
watch videos from favourite accounts on the platform, or
create their own channel and post their own videos. It's
important to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to
follow an account and watch their videos. In 2018 Instagram
apologised and removed some of its TV content which
featured sexually suggestive imagery of children. As the
feature may encourage spending more time using the app,
it's important to set time limits to avoid children's sleep or
education being disturbed.

FILTERINAPPROPRIATE
COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides
comments relating to a person’s appearance or character, as
well as threats to a person’s wellbeing or health. The filter
will also alert Instagram to repeated problems so they can
take action against the user if necessary. Thisis an
automatic filter, but it can be turned off. Make sure it is
turned on in the app's settings.

TURN OFF SHARING

Even though this feature will not stop people from
taking screenshots, it will stop others being able to
ctly share photos and videos from a story asa
message to another user. This feature can be turned off
in the settings. We also recommend turning off the
feature which automatically shares photos and videos
from a story to a Facebook account.

DON'T FORGET TO BE VIGILANT &
TALKTO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!

Facebook - /NationalOnlineSafety



At National Onling Safety, we belleve in empowering parents, carers and trusted adults with the to hold an informed about anline safety with their children, should they feel 1t is needed.
This guide focuses on one spp of many which we believe trusted adults thauld be aware of. Please vistt www.nationalonline safety.com for further guides, hints and tips for adults.

TikTok Is a video- sharing social media app which lets people creats, view and
download looping 15-second cllps. Typically, these are videos of users lip-syncing and
dancing to popuiar songs or soundbites (often for comic purposes), snhanced with
filters, sffacts and text. Designed with young people in mind, TikTok skyrocketed in 1 2
popularity in 2019 and has featured near the top of download charts ever since.
It now has around 800 million active users worldwide Winw 14, parsiion
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WhatsApp Is one of the most popular messaging appsin
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fl connection, The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipientin
one-to-one chats, or all membersif it is a group chat. Not

AGE LIMIT CHANGE
Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who
already hold accounts under the old terms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pratending to offer prizes to ‘lucky people, encouraging
recipients to click on a link to win a prize. A common scam
involves messages waming recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the message in
turn for a reward or gift from WhatsApp or another person.
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CREATE A SAFE PROFILE
Even though somebody would need your child's phone number
to add them as a contact, as an extra securty measure we
suggest altering their profile settings to control who can see
thelr profile photo and status. The options to choose from are
“Everyone,‘My Contacts’ and ‘Nobody! We suggest selecting 'My
Contacts’ or ‘Nobody’ to ensure theilr profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has recelved spam or offensive
messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
neods to open the person’s chat stream and
tap on the settings.
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FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.
-

THE'ONLY ADMIN' FEATURE

AND CYBERBULLYING
Cyberbullying is the act of sending threatening or taunting
text messages, voice messages, pictures and videos, with the
alm to hurt and humiliate the receiver. The group chat and
group video call features are great for mukiple people to chat
simultaneously, but there Is the potential for people to hurt
others with their comments or jokes, Theonly admin’ feature
glves the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from responding to an offensive message ina chat,
which could result in a child being upset and unable to reply.
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REPORT SCAM MESSAGES
Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat, They can also report a contact or
agroup as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam!

LEAVE A GROUP
If your child is part of a group chat that makes them feol
uncomfortable or has been added to a group they don't want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
1f they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
If your child needs to use the ‘Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time.
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CONNECTINGWITH STRANGERS
To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by

accessing the address book of a device and recognising which

of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don't know, they can

use it to get in touch via WhatsApp,

LIVE LOCATION SHARING
WhatsApp's‘Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
asa“simple and secure way to let people know where you are.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know thay
are safe. However, if your child is ina group chat with people

they do not know, they will be exposing their location.

[arenfs

DELETE ACCIDENTA
MESSAGES

If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on

the message, choose’ Delete’ and then’Delete for €

everyone! The app allows seven minutes to delete the
message after it has been sent, but itis important to
remember that recipients may have seen and screenshota
message before it was deleted.

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of
video chat. Although itis inevitable that your child will use
technology, you can still set boundaries. This is not easy,
espacially since teons use their devices for both
schoolwork and free time, often simultaneously.
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